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INTRODUCTION 

Risk management is a process that aims to 

reduce the harmful effects of an activity through 

conscious action to anticipate unwanted events 

and plan to avoid them. Risk management can 

be thought a process of measuring or evaluating 

risk and then designing strategies for risk 

management [1-3]. Overall, the strategies used 

include transferring risk to other sectors, 

avoiding risk, reducing the negative effects of 

risk and accepting a part or all of the 

consequences of a particular risk. In the 

meantime, if risk management is done regularly 

to identify potential problems and find 

solutions, it will easily complete other 

processes, including organization, planning, 

budgeting and cost control. The project manager 

who has been a pioneer in this field can largely 

Progress in Chemical and Biochemical Research 2020, 3(2), 140-146 

 
 A R T I C L E     I N F O 

 

 

--- 

 
 
 

This study examines why risk management is required in the energy 

industry. The variability of competitive laws in the world of business 

and energy has been highlighted as a major policy strategy in many 

countries. The rapid growth of technology, increasing risk ability, and 

risk in global markets and increasing changes in customer needs have 

been put new product development teams under increasing pressure. 

In order to be successful in identifying opportunities and threats in the 

energy industry, the risks involved in this process must be identified 

and addressed. Organizational risk management allows the company 

to anticipate changes and uncertainties in addition to moving in the 

right direction and achieving the intended vision. The most effective 

way to increase the effectiveness of risk management in the 

organization is to develop it as a process in the set of support 

processes in the organization and determine the process owner for it 

that they are responsible for managing and facilitating risk in the 

organization and guiding business managers in this field. Forming risk 

management committees in the organization with the participation of 

managers and reporting to senior management about the risks ahead 

are other methods of process management in which the success rate 

has been highly evaluated. 
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prevent unexpected events from occurring 

during the lifetime of the project. Today, energy 

plays an important role in the human, economic 

and social development of societies. Energy has 

significant economic effects as one of the most 

important factors of production, goods and 

services required in the final consumption [4-6]. 

The statistics of the energy sector in the 

national accounts testify to this claim. One of the 

main challenges facing the country is out of 

control fluctuations in price and foreign 

exchange earnings from oil and gas sales due to 

Iran's strategic role in supplying global oil and 

gas and, on the other hand, Iran's dependence 

on oil and gas export revenue. Challenges and 

problems related to the coverage of huge 

investments in the oil and gas industries and 

ensuring stability in cash flows in the energy 

industry reveal the need to use risk 

management tools. Understanding the available 

tools in the field of risk management in the 

energy industry and how they work can help 

solve these problems at a lower cost [7]. Fig. 1 

shows indicative risk assessment for key 

downstream functions and operations. Risk 

management is a fascinating subject that has 

practical applications in all aspects of life and 

business. In today's challenging and turbulent 

business environment, exposure to 

environmental and domestic risks is inevitable. 

Given the many uncertainties surrounding 

project environments, it is imperative to use 

risk management in large, complex projects that 

increase the likelihood of achieving project 

goals. In this regard, one of the factors that is 

very important in the risk management process 

is the identification of project-related risks with 

the design approach of risk failure structure.  

 

 

 

 

 

 

 

 

 

Fig. 1. Indicative risk assessment for key downstream functions and operations[8].  

Severity of Cyber-attack is more important 
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If the structure of risk failure is appropriate to 

the situation of the organization, the type of 

projects and the organizational structure, risk 

management studies in the areas of risk 

planning and identification should be done in a 

simpler, more effective and more reliable way.  

Simultaneous organizational risks are the most 

important factor in the growth and use of 

opportunities for the organization and can be 

considered the most important threats to the 

survival of the organization. Therefore, 

organizational risk management has been 

attracted the attention of companies as one of 

the main topics of business analysis and leading 

managers have sought to establish and effective 

manage in global organizations. 

At present, appropriate organizing has been 

considered for organizational risk management 

at significant number of companies [9, 10]. The 

basis of organizational risk management is 

based on the principle that the inherent duty of 

any organization is to create value for its 

shareholders and at the same time every 

company in its business environment is facing 

many uncertainties, senior director of the 

organization must be able to decide how much 

of this uncertainty he can accept with the goal of 

achieving the expected value for shareholders 

and how much he should give up. Uncertainties 

in the business environment can be seen as an 

opportunity or a threat. So organizational risks 

will typically pose threats and opportunities to 

the organization.  

The process of organizational risk 

management has been established with the aim 

of being able to identify and effectively manage 

the risks of uncertainty in the environment and 

within the organization. The risks of this 

industry are mostly low frequency and very high 

intensity.  

Reviewing, improving safety standards, 

promoting safety education and culture and 

enhancing management control processes can 

serve as part of a risk management strategy to 

reduce the likelihood of loss. On the other hand, 

due to investments in industry and changes in 

the near and far environment that cause risks, as 

well as the pressures of laws, regulations and 

competitions, the importance of accountability 

of managers in relation to risk has increased.  

Therefore, the application of effective risk 

management strategy in the industry is very 

important. Utilizing risk management strategies 

as a reliable process can bring the best returns 

in the industry. Therefore, risk management 

programs in all companies should be given 

priority  [11]. 

 

 

 

 

Fig. 2. Risk Management 

The effectiveness of organizational risk 

management is to repeat it 

Organizational risk management can be a 

project or a process in an organization. Field 

research from leading organizations shows that 

facing risk management as a continuous process 
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in the organization and performing it more 

powerfully in the short term will greatly 

increase its effectiveness. Because 

organizational risk management courses 

increase the knowledge and experience gained 

in each course in the next course and increase its 

effectiveness index. Recent research shows that 

the effectiveness of risk management is greatly 

increased by repetition thus, the effectiveness 

index in repetitions three and more times in the 

year 92% and the ineffectiveness index due to 

its performance only once in the year 56% and 

its sudden experience in the organization has 

been reported to be about 89%. Effective 

organizational risk management requires the 

provision of new capabilities in the organization. 

Specifically, companies need to look at the 

environment beyond the traditional boundaries 

of their organizational structure. This means 

that at this time more weight should be given to 

environmental analysis and information than 

internal. It also means increasing the mechanism 

of learning from insights inside and outside the 

organization and increasing the industry to 

make decisions with richer information and 

implement approaches with more confidence. 

Managing the effectiveness of strategic risks 

goes far beyond preventing companies from 

failing to achieve their strategic goals and 

reveals to them the potential future benefits of 

an environment that results from volatility. 

Organizational risk management increases the 

competitiveness of the firm and is a stimulus for 

organizational creativity and innovation. These 

are all reasons why successful corporate 

executives have welcomed the strategic risk 

management process [12-15]. Thus, the concept 

of organizational risk management is not limited 

to focusing on recognizing the reasons for the 

failure of a particular strategy but is a way to 

ensure organizational effectiveness. Today, we 

are opening up more organizations that have 

institutionalized and integrated organizational 

risk management in their strategic management 

cycle and their efforts in this regard seem to 

have paid off. According to a study by Deloitteʹs 

group, 61 percent of corporate executives now 

believe that the least benefit of their 

organizational risk management process has 

been ensure more strategic goals but the 

greatest benefit of risk management has been in 

protecting existing values and capabilities, 

rather than taking advantage of new 

opportunities. According to research, Reputation 

risk is the most important area of strategic risk. 

Today, technology is also considered as one of 

the important areas of strategic risk, so that 

more than 53% of organizations have stated that 

technology stimuli and its disruptions can 

threaten their current business model. 

Companies that do not effectively manage 

strategic risks and fail to internalize 

environmental capabilities will be potential 

victims of the future formed by their 

competitors. The traditional method of risk 

management was mainly based on the analysis 

of leading financial indicators and the focus on 

legislative changes, although attention to these 

issues still exists and is important but mere 

attention to financial risks is more about the 

past and reaction. An efficient risk management 

system focuses more on the risks posed by 

future business market disruptions, in addition 

to being a leader in the competition, the 
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organization is also a leader in dealing with 

business risks. Strategic risks are the risks that 

have the greatest impact on an organization's 

strategic decision, or as a result of which 

decisions are made. Therefore, they affect the 

current and future performance of the 

organization much more deeply and extensively 

compared to other types of risk.  

Outsourcing business activities such as payroll, 

completing orders, etc. exacerbates the problem 

of units. Outsourcing can be risky. Companies 

that use outsiders for such tasks find that it is 

more difficult to get a full view of the risk profile. 

Of course, it should be noted that in some special 

cases and to take advantage of specific 

opportunities, outsourcing itself can be a 

strategic response to risk. But if not managed 

properly (due to a single approach) it may be 

more harmful than beneficial. Therefore, in 

order to solve this problem, some companies 

take part in some out-of-business activities, 

while others prepare stronger programs and 

risks to deal with these risks to make sure that 

their business partners go to Risk management 

standards are loyal. 

CONCLUSION 

In summary, organizational risk management 

allows the company to move in the right 

direction and achieve the intended vision 

without being hindered by events, changes and 

uncertainties. The most effective way to increase 

the effectiveness of risk management in the 

organization is to develop it as a process in the 

set of support processes in the organization and 

determine the process owner for it that they are 

responsible for managing and facilitating risk in 

the organization and guiding business managers 

in this field. Forming risk management 

committees in the organization with the 

participation of managers and reporting to 

senior management about the risks ahead are 

other methods of process management in which 

the success rate has been highly evaluated. 

Deciding how to deal with organizational risk is 

usually a type of strategic decision making that 

is reflected in the day-to-day and ongoing 

decisions of senior management. Therefore, the 

deep understanding of senior managers about 

the risks ahead for the organization and its 

generalization in all managerial behaviors will 

be the key to the effectiveness of risk 

management. To achieve this feature, senior 

managers must be involved in the process of 

identifying, analyzing and quantifying risks. It 

should be noted that the mere analysis of risk by 

experts and its presentation to the senior 

director of risk management culture will not be 

institutionalized in their managerial behavior. 

The nature of risk management forces 

organizations and managers to take on the 

future role of risk-taking. Risk management can 

play a role in achieving this goal from a variety 

of perspectives, including "what should not 

happen." We must take action in strategic 

thinking, focusing on the success key factors in 

risk identification and evaluation and using the 

relative advantages of different risk 

management methods at any time, to use the 

initiatives of executive agents involved in risk 

management in every way. Avoiding waste of 

time and facilities, recognizing and choosing the 

best risk assessment and management method 

to maximize the objective function are affected 
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by independent variables, which are the limits of 

strategic freedom of action. Adopting a top risk 

management strategy is especially important in 

terms of performance. It is not possible to make 

key decisions in the industry without identifying 

and assessing potential risks. Therefore, 

familiarity with the methods of identifying 

potential risk factors and their proper use will 

be commensurate with the activity of an 

important factor in implementing and 

maintaining safety and environmental 

management systems and reducing their costs 

and the possibility of proper response and 

response in time. Makes risks possible. With the 

complexity of systems, it is not easy to identify 

error sources and variables that affect 

distribution, intensity, and uncertainty using 

traditional and conventional methods. 

Therefore, achieving a certain level of confidence 

and determining the uncertain performance of 

the system requires the use of new evaluation 

methods. Today, risk management is a central 

part of management, as many of managers' 

major decisions are made within the framework 

of risk management. Risk assessment is a risk 

management tool that can be used to examine 

the potential for risks and decide on investments 

to reduce them. Due to the vastness of the oil 

and gas industry, the huge volume of capital, the 

pervasive risks and the large number of people 

working in these industries have always been 

the focus of attention of safety professionals and 

stakeholders. It takes place. 
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